
Risk drivers: 5G

Equally, businesses need to identify all the relevant 
stakeholders in the ecosystem – their network 
infrastructure providers, customers, end users, data 
centers – to determine the opportunities for attack 
or outage. Even trusted suppliers can be hacked, 
as was seen in 2020, when an attack on the US 
technology firm SolarWinds affected Microsoft, 
Intel, and government agencies, costing each 
company affected an average of $12mn or 11% of 
annual revenue.4 

The supply chain is not only vulnerable to  
cyber-attack or human failure, but also to 
geopolitical upheaval and natural catastrophe. 
Bottlenecks, such as the Suez Canal blockage of 
2021 or the recent semiconductor shortage, 
could also disrupt service provision, as could 
overreliance on certain suppliers. There is 
concern, too, over communication gaps with so 
many stakeholders involved – if updates for  
new components or software are not well 
communicated by manufacturers or service 
providers to users, there could be consequences 
along the supply chain. 

A closer look at the cyber threat

“5G will enable the proliferation of highly 
complex, multi-domain environments,” says Rishi 
Baviskar, Global Cyber Experts Leader, Risk 
Consulting, AGCS. “A crucial difference between 
5G and its predecessors is the distinct feature of 
network ‘slicing’. Slicing utilizes Software Defined 
Networking (SDN) and the complementary 
technology Network Function Virtualization 
(NFV). This allows many different virtual 
networks to be created on a shared 
infrastructure, each of which can be customized 
to different requirements. This flexibility delivers 
intrinsic security through segmentation. Slices 
depend on APIs – application programming 
interfaces – which are designed to communicate 
with each other, so the reliability of the overall 
software supply chain becomes hugely 
significant. 

“On the plus side, slicing enables segregation, 
which allows slices to be isolated in case of a 
security issue, but if those slices are misconfigured 
or there is no isolation mechanism, the network 
can be exploited.

processes that follow, not only for a specific client, 
but potentially on a regional or even global level.”

These solutions could be deployed in mission-
critical systems within first response services, 
transport, healthcare, and energy provision, where 
low latency or interference could have near-instant 
knock-on effects, with catastrophic consequences.  

What businesses need to consider

“Businesses will need to ask whether the speed 
of the rollout correlates to their security 
measures,” says Lauxmann. “If you’re a 
provider, what procedures are in place to 
ensure the stability of your systems and 
services? Issues such as connectivity, identity 
and access management, and device locations 
all come into play. Risk management will need 
to centre around the availability, security and 
integrity of all systems because an interruption 
could not only result in financial losses for your 
business but also reputational damage.”
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Ringing the changes: 5G timeline

1980
1G: Mobile voice calls

1990
2G: Mobile voice calls and SMS

2000
3G: Mobile web browsing

2010
4G: Mobile video consumption  
and higher data speed

2020
5G: Technology to enhance 
experiences and drive digitalization 
of industries
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“Risk management will need to 
centre around the availability, 
security and integrity of all 
systems because an interruption 
could result in financial losses 
and reputational damage.”
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