Allianz ()

Privacy Notice
We care about your personal data

ALLIANZ RISK TRANSFER (BERMUDA) LIMITED and coffiliates ("we, “us”, “our”), a part of the Allianz Group, is an insur-
ance company incorporated in Bermuda providing insurance products and related services out of Bermuda to insureds
around the world. Protecting your Privacy is a top priority for us. This Privacy Notice describes how and for what pur-
poses we collect, use, and disclose your Personal Information.

1 What is an organization ?
Organization means any individual, entity or public authority that uses personal information in Bermuda where that
personal information is used wholly or partly by automated means and to the use other than by automated means of
personal information which form, or are intended to form, part of a structured filing system.

ALLIANZ RISK TRANSFER (BERMUDA) LIMITED

Overbay,106 Pitts Bay Road

Pembroke,HMO08

Bermuda

is an organization as defined by Bermuda’s data protection laws and regulations.

2. What types of personal data will be collected and processed?
Depending on the type of insurance product or service we provide to you, we may collect and process various types of
personal data about you, including:
e Contact and Personal Information such as surname and first name, address data, email addresses, telephone
numbers, date of birth, gender, identity document number
e Policy or Claims Information including materials you submit as part of your claim
e  Account Details such as identification and policy numbers and passwords
e  Payment Information including credit/debit card and bank account details
e Other information such as preferences and lifestyle

We may also collect and process Sensitive Personal Data including but not limited to health data resulting from, for ex-
ample, medical reports or your claims history, any personal information relating to your place of origin, race, color, na-
tional or ethnic origin, sex, sexual orientation, sexual life, marital status, physical or mental disability, family status, reli-
gious beliefs, political opinions, trade union membership, biometric information or genetic information.

3. How will we obtain and use your personal data?
We will use your personal data for the following purposes:
e forinsurance contract administration (e.g., quotation, underwriting, claims handling)
e to administer debt recoveries
e to maintain business relationships
e for customer and user administration and marketing
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e to process it with artificial intelligence (Al) and for automated decision making (including profiling)
e for credit scoring purposes

e to redistribute risks by means of reinsurance and coinsurance

e for fraud prevention and detection

e to comply with any legal obligations (e.g. tax, accounting and administrative obligations)

We will inform you where we require your consent to process your personal data. Otherwise, we will process your per-
sonal data to meet our legitimate business interests (including maintaining contact with clients, providing updates and
information about Allianz, organizing and hosting events, and conducting market research and analysis) or where it is
needed to comply with a legal or regulatory obligation or when exercising or defending o legal right or when courts are
acting in their judicial or administrative capacity. In addition, we may also process your personal data to enter into a con-
tract with you, or to perform our obligations under an existing contract with you.

4, Who will have access to your personal data?
We will ensure that your personal data is processed in a manner that is compatible with the purposes indicated above.
For the stated purposes, your personal data may be disclosed to the following parties who operate as third party data
controllers or data processors:

*  Public authorities, other Allianz Group companies, other insurers, co-insurers, reinsurers, insurance intermediar-
ies/brokers, and banks.

For the stated purposes, we may also share your personal data with the following parties:

«  Other Allianz Group companies, auditors, technical consultants, lawyers, loss adjustors, medical doctors and ser-
vice companies to discharge operations (claims, IT, postal, document management); and

»  Advertisers and advertising networks to send you marketing communications, as permitted under local law and
in accordance with your communication preferences. We will never share your personal data with non-affitiated
third parties for their own marketing use without your permission.

Finally, we may share your personal data in the following instances:

* In the event of any contemplated or actual reorganization, merger, sale, joint venture, assignment, transfer or
other disposition of all or any portion of our business, assets or stock (including in any insolvency or similar pro-
ceedings); and

*  to meet any legal or regulatory obligation, including to, if applicable, the relevant ombudsman or applicable su-
pervisor authority if you make a complaint about a product or service we have provided to you.

5. Where will my personal data be processed?
Your personal data may be processed both inside and outside of Bermuda by the parties specified in section 4 above,
subject to contractual restrictions regarding confidentiality and security in line with applicable data protection laws and
regulations.
We will never disclose your personal data to parties who are not authorized to process them.
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Whenever we transfer your personal data for processing outside of Bermuda by another Allianz Group company, we will
do so based on binding corporate rules (BCR) of Allianz which establish adequate protection for personal dota and are
legally binding on all Allianz Group companies, and on the basis of compliance with Bermuda’s Personal information
Protection Act 2016, as amended ( the “PIPA”) and the Personal Information Protection Amendment Act 2023 ( the “PIPA
Amendment”). The public version of the BCRs and the list of Allianz Group companies that comply with them can be ac-
cessed on the Allianz SE website https://www.allianz.com/en/privacy-statement.html#bindingcorporaterules.

Where Allianz’s BCR do not apply, we will take other steps to ensure that the transfer of your personal data outside of
Bermuda receives an adequate level of protection as it does in Bermuda. You can find out what safeguards we rely
upon for such transfers (for example, Standard Contractual Clauses) by contacting us as detailed in section 8 below.

6. What are your rights in respect of your personal data?
Where permitted by applicable law or regulation, you have the right to:
* access your personal data held about you and to learn the origin of the data, the purposes and ends of the pro-
cessing, the details of the parties to whom the data may be disclosed;
*  withdraw your consent at any time where your personal data is processed with your consent;
* update or correct your personal data so that it is always accurate;
¢ delete your personal data from our records if it is no longer needed for the purposes indicated above;
e restrict the processing of your personal data in certain circumstances, for example where you have contested the
accuracy of your personal data, for the period enabling us to verify its accuracy;
* obtain your personal data in a structured, commonly used and readable format or have it transmitted directly to
another organization;
* file a complaint with us and/or the relevant data protection authority;
* object to us processing your personal data, or instruct us to stop processing it (including for purposes of direct
marketing)
You may exercise these rights by contacting us (os detailed in section 8 below) and stating your name, email address,
account/policy identification, and purpose of your request.

7. How long do we keep your personal data?
We will retain your personal data in accordance with applicable law and our retention schedule.

If we are able to do so we will delete or anonymize all or parts of your personal data as soon as that information is no
longer required for the purpose(s) for which it was obtained.

8. How can you contact us?
If you have any queries about how we use your personal data or if you need to exercise your rights, you can contact us
by, post or email as follows:

ALLIANZ RISK TRANSFER (BERMUDA) LIMITED

Privacy Officer

Overbay, 106 Pitts Bay Road
Pembroke, HMO0O8

Bermuda
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Email: AGCS-DATA-PROTECTION@allianz.com

9. How often do we update this privacy notice?
We regularly review this privacy notice. We will ensure the most recent version is available on our website
https://commercial.allianz.com. This Privacy Notice was last updated in December 2023.
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